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This privacy policy tells “Applicants” and “Offer Holders” (also referred to as “you”, and “your”) what to expect when Costain Group PLC and its subsidiary companies (“Costain”) (also referred to as “we”, “us” and “our”) collect and use your personal data as part of the recruitment process. 
Costain is committed to protecting your personal data in line with all applicable laws concerning the protection of personal data, including (but not limited to) the UK General Data Protection Regulation (UK GDPR). For the purposes of data protection laws, Costain is the “controller” of your personal data and can be contacted at the following address: Seventh Floor, 70 St Mary Axe, London, United Kingdom, EC3A 8BE and dataprotection@costain.com.
What personal data do we use?
Applicants 
	Category of personal data
	Examples
	How do we collect this personal data

	Identity Data
	Information identifying who you are, including:
· Title 
· Name 
· Date of birth 
· Sex
· Nationality  
· Living location 
	· Directly from you



	Contact Data
	Information we may use to contact you:
· Personal email address 
· Personal contact number 
· Personal address
	· Directly from you


	Application Data
	· Application details (such as cover letter, CV or other recruitment information collected as part of the application and recruitment process)
· Qualifications, experience, knowledge, skills and abilities
· Work and character references 
· Employment history 
· Details of your interest

· Residency length in the UK
	· Directly from you
· Former employers 
· Education establishments


	Interview Data
	· Information about you contained in notes from interviews and self-assessments 
· Images, videos and audio collected as part of the interview process. 
	· Directly from you when you interact with us or attend an interview either online or in person


	Diversity Data
	· Race or ethnicity 
· Sexual orientation
· Disability status 
· Religious belief
· Eligibility for free school meals
· Details of family attendance at university
	· Directly from you



Offer Holders 
In addition to the categories of personal data above, the following:
	Category of personal data
	Examples
	How do we collect this personal data

	Onboarding Data
	· Headshot
· Right to work documentation (including official identity documents and proof of address)
· Immigration status, visas and associated eligibility documentation
· National Insurance or passport number 
· Results of HMRC employment status check

· DBS checks and other information about criminal convictions and offences
	· Directly from you 
· Background check providers (such as Disclosure and Barring Service) or credit reference agencies 
· Government agencies (such as UK Right to Work)


	Financial Data
	· Bank account details 
· Payroll records 
· Tax status
· Salary/compensation history
	· Directly from you


	Third Party Data 
	Details of next of kin, beneficiaries, dependents and/or emergency contact, including: 
· Name 
· Relationship to you 
· Personal contact number 
	· Directly from you



How Costain will use your personal data?
We may process your personal data for the purposes set out in the table below, relying on the legal bases identified. 
We will only process special categories of your personal data and/or criminal conviction data: 
· in limited circumstances, with your explicit written consent (in which case we will provide details of the information that we would like and the reason we need it, so that you can carefully consider whether you wish to consent);
· where we need to carry out our legal obligations;
· where it is needed in the public interest, such as for equal opportunities monitoring; 
· less commonly, we may process this type of information where it is needed in relation to legal claims or where it is needed to protect your interests (or someone else’s interests) and you are not capable of giving your consent, or where you have already made the information public; and 
· where we process special categories of your personal data, including Diversity Data, we will restrict access to such data to only those employees with a strict need to know, and we will anonymise such data where possible. 
Where we rely on “legitimate interest” as a lawful basis below, we have carried out a balancing test to ensure your interests and fundamental rights are not overridden. 
We will only use your personal data for the purpose for which it is collected, unless we reasonably consider that we need to use it for another reason and that reason is compatible with the original purpose. If we need to use your personal data for a different, unrelated purpose, we will notify you and explain the lawful basis which allows us to do so. 
If you have any questions about how we use your personal data and/or the legal basis relied on, please contact us using the details set out at the start of this privacy policy. Note that where we rely on consent to process your personal data (including special categories of personal data) you may withdraw your consent at any time using the contact details set out at the start of this privacy policy.
	Purpose
	Categories of personal data 
	Lawful basis for processing

	Running our recruitment process 
	· Identity Data
· Contact Data
· Interview Data
· Application Data

	To enter into / perform a contract with you, we may process your personal data to:
· Determine the terms on which you work for us
It is in our legitimate interest to process your personal data (where your interests and fundamental rights are not overridden) in the following ways:
· To make decisions about your recruitment or appointment 
· To assess your suitability to work in the role you have applied for
· To provide you with information about our business (including by way of information resources (such as the Talent Tech Library), mentoring, job opportunities and events (for Offer Holders)

	For onboarding
	· Identity Data
· Contact Data
· Interview Data
· Application Data  
· Onboarding Data
· Financial Data
· Third Party Data
	To comply with our legal obligations, we may process your personal data to:
· Check that you are legally entitled to work for us
· Pay you and facilitate your benefits 
Where we process criminal conviction personal data such as through our DBS checks we also rely on the following condition under Schedule 1 of the Data Protection Act 2018:
· Schedule 1, Part 1 (1) – Employment, social security and social protection

	To make reasonable adjustments
	· Identity Data
· Contact Data
· Interview Data
· Diversity Data
· Application Data
· Onboarding Data
	To comply with our legal obligations, we may process your personal data to:
· Implement reasonable adjustments for Offer Holders who have a disability


	For equal opportunities monitoring
	· Identity Data
· Contact Data
· Interview Data
· Diversity Data
	To comply with our legal obligations, we may process your personal data to:
· Ensure we comply with our ED&I monitoring obligations
Where possible, we will anonymise Diversity Data and restrict access to such data to only those employees with a strict need to know.


Sharing your personal data 
We may share your personal data with third parties. These include entities within our group, joint venture partners, sub-contractors or suppliers (including our recruitment platform provider), as well as professional advisors, insurers and regulatory bodies. This will be for one of the following reasons: you specifically request that we do this; it is necessary to provide information or services to you; for our legitimate interests (including the sale of the business or assets); it is in the public interest; or to carry out our legal or regulatory obligations. 
Where we share your personal data with recipients outside of the UK and European Economic Area, we will maintain continued compliance with UK data protection laws by ensuring appropriate safeguards are in place.  
Security 
We have put in place contextually appropriate technical and organisational security measures, to ensure the security of your personal data and to prevent it from being subject to unauthorised access. We follow strict security procedures and access to your personal data will only be given to those who strictly need such access. 
Retention
We will keep your personal data stored on our systems for only as long as is necessary to achieve our purposes of processing, albeit we may keep your personal data for longer than this if we cannot delete it for legal or regulatory reasons. We may also anonymise your personal data, taking it outside the scope of data protection laws, and use it for statistical purposes. 
Automated decision making 
We do not envisage that any decisions will be taken about you using automated means, however we will notify you in writing if this position changes.
What rights do I have over my personal data?
You have the rights set out in the below table. To exercise your rights please contact the Costain Data Protection Officer using the following contact details: 
By email to: dataprotection@costain.com 
	
Right
	
Description

	To be informed
	A right to be informed about the personal data we hold about you.

	Of access
	A right to access the personal data we hold about you.

	To rectification
	A right to require us to rectify any inaccurate personal data we hold about you.

	To erasure

	A right to ask us to delete the personal data we hold about you. This right will only apply where (for example): 
· we no longer need to use the personal data to achieve the purpose we collected it for;
· where you withdraw your consent if we are using your personal data based on your consent; or 
· where you object to the way we process your personal data. 

	To restrict processing

	In certain circumstances, a right to restrict our processing of the personal data we hold about you. This right will only apply where (for example): 
· you dispute the accuracy of the personal data held by us; 
· where you would have the right to ask us to delete the personal data but would prefer that our processing is restricted instead; or
· where we no longer need to use the personal data to achieve the purpose we collected it for, but you need the data for the purposes of establishing, exercising or defending legal claims.  

	To data portability

	In certain circumstances, a right to receive the personal data you have given us, in a structured, commonly used and machine-readable format. You also have the right to require us to transfer this personal data to another organisation, at your request.

	In relation to automated decision making and profiling
	A right for you not to be subject to a decision based solely on an automated process, including profiling, which produces legal effects concerning you or similarly significantly affects you. We do not carry out any automated processing or profiling.

	To withdraw
	A right to withdraw your consent, where we are relying on it to use your personal data. 

	To complain to us
	A right to complain to us about our processing of your personal data. Complaints can be made by contacting us by email at dataprotection@costain.com. 
You also have the right to make a complaint to the Information Commissioner’s Office (ICO), the UK supervisory authority for data protection issues. The ICO can be contacted by telephone on 0303 123 1113; by post as follows: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF; or by email at casework@ico.org.uk. 


Changes to this privacy policy
We will keep this privacy policy under regular review and we will publish any updates. At the start of this privacy policy, we tell you when it was last updated.



 

